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1
Decision/action requested

This contribution proposes to add new key issue on protecting information transfer in UE initiated slice-based SoR to FS_eNS_Ph3 for approval.
2
References

[1]
TR 23.700-41 v0.3.0 Study on enhancement of network slicing; Phase 3

3
Rationale

The contribution proposes a new key issue to study security aspects in support of UE initiated slice-based SoR being studied in TR23.700-41 [1]. 

4
Detailed proposal

***  BEGINNING OF CHANGES  ***
4.X
Key Issue #X: Protecting information transfer in UE initiated slice-based SoR
4.X.1
Key issue details

As a solution of providing VPLMN network slice information to a roaming UE, clause 6.6.3.1 of TR23.700-41 [3] captures the procedure of a high level solution to provide the slice-based SoR to the UE. The following requirements are specified in clause 6.6.3.1.1 of TR23.700-41[3] for the UE initiated procedure to indicate the UPU/SoR capabilities. 
While roaming, the UE includes a new transparent container in a 5GC Registration Request, when UE performs Initial Registration or when the UE wants HPLMN to be aware of UE changes e.g. UE capability changes or UE requests new network slices. This new container is an indication that the UE wants the UDM to provide the UE with information relevant to Subscribed/Requested NSSAIs in the current VPLMN as well as other VPLMNs where the UE is currently located. The container includes the requested information and includes UE information that is pertinent to the request. The UE may send a protected container (transparent for AMF i.e. container is protected with home network security information) that includes info relevant for UDM e.g. UE capabilities, UE location, Requested NSSAI, etc.

NOTE:
Security aspects on how to protect the UE capabilities provided by the UE are to be discussed in SA WG3.
A new container (transparent for AMF) may be included in a 5GC Registration Request from a roaming UE, containing UE information that is pertinent to the request. Security aspects on protecting the UE capabilities provided by the UE with home network security information need to be considered and discussed.
4.X.2
Security threats

If the information in the container such as UE capabilities are not protected, the information may be eavesdropped and tampered without authorization by malicious parties. The bidding down attack may happen and the UE can not use the services.
4.X.3
Potential security requirements

5G system shall provide means to protect the security of UE capabilities relevant information during UE initiated slice-based SoR.

***
END OF CHANGES
***

